
Provider Privacy Compliance Checklist:  The 12-Month Countdown

	#
	Task Description
	Responsible Person
	Apr
	May
	Jun
	Jul
	Aug
	Sep
	Oct
	Nov
	Dec
	Jan
	Feb
	Mar
	Comments/Completion Date

	
	PROJECT PLANNING
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	Create HIPAA taskforce or

appoint employees to

spearhead HIPAA

implementation
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2
	Establish executive and board

level responsibility for HIPAA compliance
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3
	Establish HIPAA compliance objectives
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4
	Estimate resources required 

to implement HIPAA
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5
	Determine if compliance can

be achieved with current staff

or whether consultant

assistance will be needed
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6
	Discuss HIPAA with outside

vendors 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7
	Discuss HIPAA with legal 

counsel
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8
	Adopt or develop a set of 

Privacy Principles 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	9
	Draft Privacy Officer job 

description 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	10
	Assign  Privacy Officer
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	11
	Establish a Privacy 

Oversight Committee
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	12
	Undertake a detailed  

regulatory review
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	13
	Conduct surveys and 

departmental interviews
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	14
	Conduct a policy/procedure assessment
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	15
	Draft necessary policies and

procedures or modify current

policies and procedures to 

comply with HIPAA
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	16
	Conduct a patient rights 

assessment
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	17
	Draft needed consents,

authorizations and other 

required documents (see

Patient Rights section)
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	18
	Conduct a gap analysis/risk assessment
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	19
	Develop a workplan to 

address identified risks
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	20
	Monitor legal developments regarding HIPAA compliance 

dates and modifications
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	21
	Develop training plan and 

conduct workforce trainings 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	22
	Develop and conduct trainings

for upper level management
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	23
	Determine business 

associates and/or QSO’s
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	24
	Develop business associate

agreements or addendum

to current agreements
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	25
	Develop chain of trust

agreements for sharing of 

electronic information


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	26
	Review web site to determine whether it is HIPAA compliant
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	PHI INVENTORY
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	Undertake a comprehensive inventory of the PHI your organization maintains
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2
	Determine workforce job descriptions, who in 

workforce will have access to

PHI and categories of PHI that

will be accessible 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3
	Determine what business associates/QSO’s or other 

external sources will have 

access to PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4
	Evaluate internal and external information access, 

disclosure, and release of information practices against 

the “minimum necessary” requirements 


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5
	Assess vulnerabilities that 

expose PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6
	Establish a mechanism to 

track access to PHI and allow designated staff to review 

or receive a report on such 

activity
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7
	Establish a common standard 

for handling PHI and a

mechanism for communicating when those standards are not

met


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8
	Develop a procedure that 

identifies information that will 

be subject to protection
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	9
	Develop methods for 

disclosing only the minimum amount of PHI necessary to accomplish any intended 

purpose
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	10
	Develop a mechanism for accounting for all disclosures 

of PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	11
	Create a system to track and 

archive all disclosures of PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	12
	Develop guidelines for use 

and disclosure of PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	13
	Create a system for correcting patient records
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	CONSENTS/

AUTHORIZATION
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	Conduct an inventory of existing consent and authorization forms
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2
	Evaluate health claims 

processing forms 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3
	Review existing forms for compliance with HIPAA requirements 


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4
	Review existing forms for compliance with 42 CFR 2 requirements


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5
	Review existing forms for compliance with applicable 

state laws that preempt 

HIPAA
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6
	Evaluate need to update or 

develop consents, 

authorizations and notice of 

privacy practices 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7
	Check for readability 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8
	Conduct trainings regarding

use and applicability of forms 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	9
	Develop policy/procedure

concerning when PHI may be disclosed without a consent or 

authorization
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	10
	Develop policy/procedure concerning when a consent or authorization is incomplete or invalid
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	11
	Develop policy/procedure

regarding need to retain 

signed consents and 

authorizations for six years
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	12
	Develop plan for

dissemination
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	PATIENT RIGHTS
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	Design communications mechanisms that provide explanations about the PHI 

typically maintained


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2
	Develop Notice of Privacy 

Practices
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3
	Develop policy and practice concerning dissemination of 

notice in the event material changes are made to the organization’s 

privacy practices
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4
	Draft consents
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5
	Draft authorizations
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6
	Draft disclosure to business 

associates 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7
	Develop form and policy/

procedure concerning 

amendments or corrections of

PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8
	Develop form for individual to request restriction on use or disclosure of PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	9
	Develop form for required accounting of disclosures
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	10
	Provide mechanism for

inspection and to obtain a 

copy of individual’s own PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	11
	Develop policy for formal 

process to file complaints 

about privacy issues
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	12
	Revise current notices and 

policies to comply with HIPAA


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	13
	Check for readability
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	14
	Conduct trainings concerning workforce responsibility and implementation of patient 

Rights


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	15
	Develop plan for 

dissemination of forms
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	BUSINESS ASSOCIATES/

QSO’S
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	Identify business associates 

and/or qualified service organizations
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2
	Conduct an inventory of 

existing agreements
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3
	Review existing agreements 

for compliance with Privacy 

Rule requirements


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4
	Review existing agreements 

for compliance with 42 CFR 2 requirements


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5
	Review existing agreements

for compliance with state laws

that preempt HIPAA


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6
	Develop confidentiality 

statement
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7
	Develop business associate

agreements or addendum

to current agreements


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8
	Conduct trainings to ensure 

staff and business associates understand the importance of 

privacy practices 


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	9
	Ensure ongoing compliance monitoring of all business associate/QSO agreements to ensure privacy issues are 

addressed and business 

associates/QSOs are 

compliant with privacy 

standards
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	POLICY & PROCEDURES
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	Review existing policies and practices
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2
	Check for compliance with 

Privacy Rule requirements
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3
	Check for compliance with 

42 CFR 2 requirements
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4
	Check for compliance with 

other state laws that will 

preempt HIPAA
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5
	Check for compliance with accreditation standards 

(JCAHO)
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6
	Develop policy/procedure concerning uses and 

disclosures with authorization
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7
	Develop policy/procedure concerning uses and 

disclosures without

authorization
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8
	Develop policy/procedure for

disclosures to business

associates


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	9
	Develop policy/procedure to 

comply with minimum 

necessary standard


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	10
	Develop policy/procedure

concerning right of individual

to request restrictions on use

or disclosure of the

individual’s PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	11
	Develop policy/procedure concerning creation of 

de-identified information
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	12
	Develop policy/procedure concerning dissemination of required notices
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	13
	Develop policy/procedure concerning records to which

access will be granted
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	14
	Develop policy/procedure concerning grounds for 

denying requests for access

to PHI
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	15
	Develop policy/procedure concerning copying fees
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	16
	Develop policy/procedure concerning providing required accounting of disclosures
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	17
	Develop policy/procedure concerning accepting or 

denying requests for 

amendment or corrections of

PHI, and how other entities 

will be notified of any 

amendments or corrections
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	18
	Develop policy/procedure concerning identification of

persons responsible for 

making decisions under the organization’s policies and procedures
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	19
	Develop policies/procedures concerning training of the organization’s workforce
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	20
	Develop policy/procedure concerning identification of

the person(s) (or offices) 

serving as the privacy official

and contact person
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	21
	Develop policy/procedure concerning regulating access

to PHI, including safeguards
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	22
	Develop policy/procedures concerning the mechanism for lodging complaints and the 

procedure for receiving and resolving complaints
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	23
	Develop policy/procedure concerning workforce and 

business associate sanctions

for violations of HIPAA
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	24
	Develop policy/procedures for mitigating violations of HIPAA
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	25
	Develop policy/procedure concerning sending communications to an 

individual via alternative 

means or to an alternative

location
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	26
	Evaluate practices/policies 

related to marketing and 

fundraising
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	27
	Develop policy/procedure concerning psychotherapy 

notes (if applicable)
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	28
	Evaluate practices/policies 

relating to research
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	29
	Perform a gap analysis to 

determine where requirements 

are not being addressed 

through current policies and

practices
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	30
	Develop additional policies/procedures

depending on the 

organization’s operations (the above list is brief and

additional policies/procedures

will be necessary)


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	31
	Check for readability


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	32
	Conduct trainings


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	33
	Plan for dissemination


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	TRAINING
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	Review privacy training and enforcement practices


	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2
	Develop or update privacy 

training and orientation for all employees, volunteers, 

medical and professional staff, contractors, alliances, 

business associates and other appropriate third parties
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3
	Implement mandatory 

attendance of entire 

workforce at privacy trainings
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4
	Develop statement attesting to 

staff comprehension and 

agreement to comply with 

policies and practices
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5
	Develop statement to 

document that staff reattest to statement every three years
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6
	Develop a mechanism for 

ongoing privacy awareness reminders and updates within organization
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7
	Develop plan for additional

training when organization

materially changes privacy

practices or procedures
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8
	Develop training plan for

persons joining the workforce 

after the initial organization trainings
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	9
	Train staff concerning

accountability in regards to their responsibilities for protecting 

patient privacy and sanctions

for noncompliance
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	OTHER HIPAA CONSIDERATIONS
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	Assess and document 

compliance levels, gaps and vulnerabilities against HIPAA,

42 CFR 2, and state

law requirements
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	2
	Assess ongoing program effectiveness and compliance
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3
	Conduct ongoing and comprehensive audits
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	4
	Design a monitoring and enforcement program
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	5
	Track implementation issues
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6
	Assure continuing review of

policies and practices for modification or improvement
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	7
	Begin testing of computer and 

other systems for compliance 

with HIPAA requirements
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	8
	Maintain appropriate 

administrative, technical and physical safeguards to protect PHI and reasonably safeguard PHI 

from any use or disclosure
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	9
	Ensure compliance with Transactions and Code Sets Standards (deadline for 

compliance is October 2002)
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